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Abstract
Language embeddings are increasingly used in recommenders to
represent item content, but their privacy risks remain poorly under-
stood.We study whether item embeddings can reveal item identities
when an adversary has access to auxiliary item text from external
sources. We show that a simple cosine-similarity attack can recover
item identities with high mean reciprocal rank across language
models and candidate-set settings on two real-world datasets. Leak-
age is strongest when the adversary’s partial information overlaps
with the victim representation, but it also persists through semantic
alignment between independently sourced descriptions. We further
show that item leakage can propagate to user re-identification from
sparse ratings. Finally, we evaluate obfuscated descriptions as a
mitigation and find a clear leakage–utility tradeoff.
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1 Introduction
Motivation. Recommender Systems (RSs) rely on effective repre-

sentations of users and items to capture preferences [13], intent [18],
and contextual signals [2, 22]. Recent advances in language models
have made it possible to derive richer representations from natural
language data, such as item descriptions, reviews, and queries [39].
Consequently, natural language embeddings are increasingly used
in both research [16, 32] and industrial settings [6, 15, 26] to support
more accurate and context-aware recommendations.

Besides improving downstream recommendation tasks, language
embeddings are often perceived as privacy-preserving because they
are high-dimensional and not directly interpretable by humans.
For instance, embedding representations of users and items are
frequently shared with third-party service providers [8, 11, 36].
However, this assumption can be particularly fragile in recommen-
dation system scenarios [3, 4]. Although a potential adversary may
not have access to the original corpus used to generate the embed-
dings, domain knowledge and the abundance of publicly available
item data [9, 10, 35] can make attacks more feasible than in settings

where the underlying information is entirely internal or difficult to
obtain. Therefore, even if an attacker does not have access to the
exact movie plots used by a streaming provider to generate such
embeddings, publicly available movie datasets [27, 28] can be used
to construct a similar corpus, enabling effective inference attacks.
Our work focuses on studying the robustness of item embeddings
generated by different language models in recommender settings by
examining whether it is possible to identify which items correspond
to a given set of embeddings.

Related Literature. Song and Raghunathan [29] provide a tax-
onomy of privacy attacks against embeddings, showing that
the typical goals are to infer private attributes from embeddings
(e.g., the title or genre of a movie) [12, 19, 30], determine whether
specific data or contexts were used during training [21, 23], or re-
construct the original input text from its representation [12, 24].
Our work is more closely related to the first category. In this setting,
the adversary is assumed to have access to the embedding function
and to an auxiliary labeled dataset that contains labels of a discrete
sensitive attribute. The attacker then learns a classifier over the
embedding space in order to infer sensitive attributes directly from
the embedding representations.

Attribute inference from embedding-based models has been
studied as a privacy risk across domains. Prior work shows that text
embeddings can encode sensitive attributes even when the original
text is unavailable [41], and similar leakage has been observed in
computer vision embeddings designed for utility tasks [1]. More
broadly, [30] show that models can encode information beyond
the training objective, a phenomenon they call overlearning. In
RSs, this risk has mainly been studied for user representations:
transferred [11] or graph-based [38] recommender embeddings can
leak private user attributes, motivating recent attribute-unlearning
and in-training defenses [7, 20, 36]. In contrast, our work shifts
the focus to item-level privacy, treating item identity as a discrete
sensitive attribute inferred from item embeddings.

Another line of work in RS privacy and security studies whether
users or user-item interactions can be de-anonymized from
recommendation data. Early work showed that sparse rating pat-
terns are often distinctive enough to re-identify users in anonymized
datasets [25]. Subsequent studies demonstrated that even without
explicit demographics, rating behavior can reveal sensitive user
attributes: for example, [34] infers user gender from ratings using
only a small set of users with disclosed demographic labels. More
recent work extends this perspective to membership inference, ask-
ing whether a user or a specific user–item interaction was part of a
recommender’s training data [37, 40], and to cross-domain record
linkage, where rating patterns are used to link user identities across
datasets from different domains [31]. Our work connects to this
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direction by showing that item-level identity leakage can propagate
to user-level privacy risks.

Contributions. Our contributions are as follows: we (i) formulate
item-identity inference from exposed language embeddings in RSs;
(ii) show substantial leakage across datasets, candidate settings, and
models; (iii) study obfuscation and its leakage–utility tradeoff; and
(iv) show that item leakage can propagate to user re-identification.

2 Method
Problem Definition. We consider a recommender in which users

interact with items, such as movies, books, or products. Let U de-
note the set of users and I denote the set of items. Each item 𝑖 ∈ I
is associated with textual information 𝑥𝑖 (e.g., movie description)
and a discrete sensitive attribute 𝑦𝑖 (resp., movie title). We denote
the underlying victim’s corpus by D = {(𝑥𝑖 , 𝑦𝑖 ) : 𝑖 ∈ I}, which is
not directly observed by the adversary. Instead, the recommenda-
tion provider may expose the semantic information only through
embeddings 𝑧𝑖 = 𝜙 (𝑥𝑖 ) ∈ R𝑑 , where 𝜙 is an embedding function. In
our setting, we assume that 𝜙 is a pretrained language model.

Aligned with prior work [29], we assume that the adversary has
access to 𝜙 and to an auxiliary labeled dataset D = {(𝑥 𝑗 , 𝑦 𝑗 )}𝑛𝑗=1.
This is particularly realistic in RSs settings, where the item domain
is often known and large amounts of publicly available item infor-
mation can be used to constructD. The adversary embeds auxiliary
data using 𝜙 and builds a classifier over the embedding space to in-
fer the sensitive attribute from exposed embeddings. More formally,
let 𝑓D be the adversary classifier built using D, such that

𝑦𝑖 = 𝑓D (𝜙 (𝑥𝑖 )), (1)

where 𝑦𝑖 denotes the inferred item identity associated with the
embedding of item 𝑖 . We aim to quantify identity leakage as the
adversary’s ability to recover 𝑦𝑖 from the exposed embedding 𝜙 (𝑥𝑖 ),
considering embeddings produced by different language models.

Adversary Scenarios. In many RS domains, item text data is avail-
able outside the victim platform through, for instance, public cata-
logues, aggregators, or even AI-generated descriptions. For instance,
movies can often be linked to resources such as IMDb or TMDb,
which openly provide titles, plots, descriptions, and more. Such
sources may allow an adversary to build an auxiliary catalogue I
without access to the victim’s internal corpus. We distinguish two
cases according to the overlap with the victim item set I:

• Closed candidate set: I = I; the adversary matches ex-
posed embeddings to known item identities.

• Open candidate set: I ⊊ I; the adversary retrieves victim
items from a larger catalogue with distractors.

The open setting is strictly more challenging, as it adds candidate
selection to the matching problem. Both cases are realistic: in some
domains the relevant catalogue is nearly complete, while in others
the attacker may only have access to a broader external catalogue
whose overlap with the victim platform is unknown.

Item Identification Pipeline. Given access to the auxiliary dataset
D, the adversary can construct embeddings that are directly com-
parable to the leaked victim embeddings. This allows the item-
identification problem to be formulated as a candidate-ranking

problem in the embedding space. In particular, for each candidate
item (𝑥 𝑗 , 𝑦 𝑗 ) ∈ D, we assume an adversary computes

𝑧 𝑗 = 𝜙 (𝑥 𝑗 ), (2)

using the same model 𝜙 that generates the victim’s embeddings 𝑧𝑖 .
The adversary then defines a scoring function 𝑔 : R𝑑 × R𝑑 →
R, which assigns a compatibility score between a leaked victim
embedding and a candidate embedding. This function may be a
fixed similarity measure, such as cosine similarity, or a learned
model trained on the auxiliary dataset. For each victim embedding
𝑧𝑖 , the adversary computes

𝜋𝑖 ( 𝑗) = 𝑔(𝑧𝑖 , 𝑧 𝑗 ), 𝑗 ∈ I, (3)

which induces a ranking over the candidate catalogue. Candidates
with higher scores are considered more likely to correspond to the
leaked embedding 𝑧𝑖 . The resulting ranking can then be used to
recover the victim item identity or to narrow the search space to a
small set of plausible candidates. In this view, the scoring function 𝑔
provides a ranking-based formulation of 𝑓D . Specifically, 𝑓D returns
the highest-scoring candidate identity,

𝑓D (𝑧𝑖 ) = 𝑦 𝑗∗ , 𝑗∗ = arg max
𝑗∈I

𝑔(𝑧𝑖 , 𝑧 𝑗 ) . (4)

Remark on the Known Embedding Function. We assume that
the adversary knows and can use the embedding function 𝜙 , a com-
mon assumption in embedding privacy attacks [29]. This allows us
to isolate item-identity leakage given a shared embedding space.
We also conducted preliminary autoencoder experiments to iden-
tify an unknown encoder: for each candidate model with the same
output dimensionality as the leaked embeddings, we trained an
autoencoder on embeddings of auxiliary texts and compared its
reconstruction error on the victim embeddings. Across the evalu-
ated movie and book settings, the autoencoder trained on embed-
dings from the victim’s encoder consistently achieved the lowest
reconstruction error. These results suggest that the encoder can
be identified within the tested candidate set; they do not establish
identification of arbitrary models or transformed embeddings.

3 Experiments
Experimental Setup and Reproducibility Details. We instantiate

the embedding function 𝜙 using six sentence-transformer models
that are popular on Hugging Face and commonly used as off-the-
shelf text encoders in the RS community:

• MiniLM-L6: all-MiniLM-L6-v2;
• MiniLM-L3: paraphrase-MiniLM-L3-v2;
• mMiniLM-L12: paraphrase-multilingual-MiniLM-L12-v2;
• DistilRoBERTa: all-distilroberta-v1;
• MPNet-QA: multi-qa-mpnet-base-dot-v1;
• ALBERT-small: paraphrase-albert-small-v2;

Thus, for the first three models, 𝑧𝑖 ∈ R384; for the last three, 𝑧𝑖 ∈
R768. We use two established benchmark datasets from different
domains (movies and books, respectively): MovieLens 32M [9] and
GoodReads [33]. For each dataset, we retain the top 10K most pop-
ular items. For MovieLens, we use the victim corpus 𝑥𝑖 collected
in [14], while, for GoodReads, we use the metadata provided by
the original dataset. We consider two victim-corpus settings: (D)
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Table 1: Item-identificationMRR across datasets, candidate settings, embeddingmodels, victim corpora, and adversarial corpora.

MiniLM-L6 MiniLM-L3 mMiniLM-L12 DistilRoBERTa MPNet-QA ALBERT-small

A/V 𝑇 + 𝐷 𝐷 𝐷̃ 𝑇 + 𝐷 𝐷 𝐷̃ 𝑇 + 𝐷 𝐷 𝐷̃ 𝑇 + 𝐷 𝐷 𝐷̃ 𝑇 + 𝐷 𝐷 𝐷̃ 𝑇 + 𝐷 𝐷 𝐷̃

M
ov
ie
Le
ns

Cl
os
ed

Se
t

1000
𝑇 1.00 0.91 0.15 0.97 0.78 0.12 0.95 0.79 0.14 1.00 0.92 0.17 0.98 0.89 0.12 0.96 0.78 0.12
𝐷 0.80 0.79 0.46 0.77 0.73 0.51 0.75 0.72 0.51 0.80 0.78 0.45 0.81 0.82 0.43 0.73 0.70 0.47

3000
𝑇 0.99 0.88 0.10 0.95 0.72 0.08 0.92 0.74 0.09 0.99 0.89 0.11 0.96 0.85 0.08 0.95 0.73 0.08
𝐷 0.75 0.74 0.37 0.71 0.67 0.41 0.69 0.66 0.41 0.75 0.73 0.36 0.76 0.76 0.35 0.68 0.64 0.37

5000
𝑇 0.99 0.86 0.08 0.94 0.69 0.06 0.91 0.71 0.08 0.99 0.88 0.09 0.95 0.83 0.06 0.93 0.71 0.06
𝐷 0.73 0.71 0.33 0.68 0.64 0.37 0.66 0.63 0.37 0.73 0.70 0.32 0.73 0.73 0.32 0.65 0.61 0.33

O
pe
n
Se
t

2000
𝑇 0.99 0.89 0.12 0.96 0.74 0.09 0.93 0.76 0.11 1.00 0.90 0.13 0.97 0.87 0.09 0.95 0.75 0.09
𝐷 0.77 0.76 0.41 0.73 0.69 0.45 0.71 0.68 0.44 0.77 0.75 0.39 0.77 0.79 0.38 0.70 0.66 0.40

3000
𝑇 0.99 0.88 0.10 0.95 0.72 0.08 0.92 0.74 0.10 1.00 0.89 0.11 0.96 0.85 0.08 0.95 0.73 0.08
𝐷 0.75 0.74 0.37 0.71 0.67 0.41 0.69 0.66 0.41 0.75 0.73 0.36 0.76 0.76 0.35 0.68 0.64 0.37

4000
𝑇 0.99 0.87 0.09 0.95 0.71 0.07 0.91 0.72 0.08 0.99 0.88 0.10 0.96 0.84 0.07 0.94 0.72 0.07
𝐷 0.74 0.72 0.35 0.69 0.65 0.39 0.67 0.64 0.39 0.74 0.71 0.34 0.74 0.75 0.33 0.67 0.62 0.35

G
oo

dR
ea
ds
Cl
os
ed

Se
t

1000
𝑇 0.95 0.68 0.37 0.87 0.54 0.28 0.73 0.45 0.34 0.95 0.69 0.41 0.91 0.66 0.34 0.90 0.59 0.31
𝐷 0.92 0.71 0.48 0.77 0.55 0.44 0.60 0.44 0.46 0.93 0.71 0.51 0.87 0.67 0.44 0.84 0.61 0.43

3000
𝑇 0.92 0.61 0.31 0.83 0.47 0.21 0.67 0.38 0.27 0.92 0.63 0.34 0.87 0.60 0.28 0.87 0.52 0.25
𝐷 0.88 0.63 0.40 0.71 0.47 0.35 0.52 0.36 0.38 0.89 0.64 0.43 0.82 0.60 0.36 0.79 0.53 0.35

5000
𝑇 0.90 0.58 0.28 0.81 0.44 0.19 0.64 0.34 0.25 0.90 0.59 0.31 0.85 0.56 0.25 0.86 0.49 0.23
𝐷 0.86 0.60 0.36 0.67 0.43 0.32 0.49 0.33 0.34 0.86 0.61 0.39 0.79 0.56 0.33 0.76 0.50 0.32

O
pe
n
Se
t

2000
𝑇 0.93 0.64 0.33 0.84 0.50 0.24 0.69 0.40 0.30 0.93 0.65 0.36 0.88 0.62 0.30 0.89 0.55 0.27
𝐷 0.90 0.66 0.43 0.73 0.50 0.38 0.55 0.39 0.41 0.90 0.67 0.46 0.84 0.62 0.39 0.81 0.56 0.38

3000
𝑇 0.92 0.62 0.31 0.83 0.47 0.21 0.67 0.38 0.27 0.92 0.62 0.34 0.87 0.60 0.28 0.87 0.52 0.25
𝐷 0.88 0.63 0.40 0.71 0.47 0.35 0.53 0.36 0.38 0.89 0.64 0.42 0.82 0.60 0.36 0.79 0.54 0.35

4000
𝑇 0.91 0.60 0.29 0.82 0.45 0.20 0.66 0.36 0.26 0.91 0.61 0.32 0.86 0.58 0.27 0.87 0.50 0.24
𝐷 0.87 0.62 0.38 0.69 0.44 0.33 0.51 0.34 0.36 0.87 0.62 0.41 0.80 0.58 0.34 0.77 0.51 0.33

item descriptions, corresponding to movie plots or book synopses,
and (T + D) titles combined with descriptions. For the adversarial
corpus 𝑥𝑖 , we consider two settings: (D) descriptions generated us-
ing gpt-oss-20b, and (T) titles only. Importantly, note that 𝐷 and
𝐷 come from different sources, so description-based identification
reflects semantic similarity rather than text reuse.

To emulate the closed candidate set, we vary the number of items
of the victim dataset, considering |I | = |Ī | ∈ {1000, 3000, 5000}.
In contrast, for the open candidate set, we fix |Ī | = 1000 and vary
|I | ∈ {2000, 3000, 4000} to capture different proportions between
the leaked list and the full item set. For each combination of victim
corpus, adversarial corpus, |I |, and |I |, we sample from the original
dataset items uniformly at random according to the corresponding
candidate-set setting. We instantiate the scoring function as cosine
similarity,𝑔(𝑧𝑖 , 𝑧 𝑗 ) = 𝑧⊤𝑖 𝑧 𝑗/(∥𝑧𝑖 ∥ ∥𝑧 𝑗 ∥). This non-parametric choice
allows us to measure identity leakage directly from the embedding
space, without adding capacity through a learned attacker. As eval-
uation metric, we report mean reciprocal rank (MRR), a widely used
retrieval measure defined as the average inverse rank of the correct

item: higher values indicate better ranking, with 1 corresponding
to rank 1 and 0.5 roughly to rank 2 on average.

Results. Table 1 shows that item embeddings exposed to the
proposed attack can reveal substantial identity information across
both datasets, candidate-set settings, and embedding models. Each
entry is averaged over 100 random samples of I and I. Leakage is
strongest when the victim corpus contains both title and description
(𝑇 + 𝐷). In this setting, title-only auxiliary information (𝑇 ) often
yields highMRR, indicating that partial textual information available
to the adversary can be sufficient for accurate item identification in
the evaluated candidate-set settings. The attack remains effective
even when victim embeddings are computed from descriptions
only (𝐷). This indicates that item identity can be recovered not only
from explicit information overlap, but also from semantic alignment.
Moreover, MRR decreases only modestly as the candidate set grows
in both the closed-set and open-set settings, showing that leakage
is not limited to small catalogues. The same pattern holds across
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Figure 1: Leakage–utility tradeoff and user re-identification results on MovieLens. Left: obfuscation reduces item-identification
MRR but degrades rating prediction and ranking agreement; right: sparse ratings enable user re-identification as 𝑘 increases.

all six embedding models. Thus, increasing dimensionality alone
does not remove item-identity information.

The two domains differ in the type of auxiliary information that
is most effective. In MovieLens, title-based attacks are particularly
strong, even when the victim embedding is built only from descrip-
tions. This suggests strong lexical or semantic overlap between
movie titles and plot summaries (e.g., title mentions or named enti-
ties). In GoodReads, title-based attacks remain effective when the
victim representation includes titles, but description-based auxiliary
information is often competitive, especially against description-
only victim embeddings. This suggests that book identity relies
more on semantic alignment than exact textual cues.

Leakage–Utility Tradeoff. As a simple mitigation, the victim
could replace the original item text (𝑇 +𝐷 or 𝐷) with obfuscated de-
scriptions that preserve general semantics while removing explicit
identifiers such as titles, actors, directors, producers, or franchise-
specific names. To evaluate this strategy, we construct an obfuscated
corpus 𝐷̃ for a random sample of 5000 movies using gpt-oss-20b.
Each description is generated with a prompt that explicitly instructs
the model to preserve the general plot semantics while excluding
direct identifiers. The results are shown in the 𝐷̃ columns of Ta-
ble 1. These results show that obfuscation substantially reduces
identity leakage, especially for title-only attacks. In MovieLens,
𝑇 -based MRR drops from very high values under 𝑇 + 𝐷 or 𝐷 to
roughly 0.06–0.17 across models and candidate settings, indicating
that removing explicit identifiers largely breaks the title-driven
matching effect. However, leakage remains non-negligible when
the adversary uses auxiliary descriptions (𝐷), with MRR typically
around 0.32–0.51. Thus, obfuscated plots still preserve semantic
information that can support partial item identification. Across
candidate settings and embedding models, obfuscation consistently
lowers MRR for all six encoders, but no model eliminates leakage.

However, reducing identity leakage may also reduce the seman-
tic expressiveness of the item embeddings. We therefore evaluate,
on MovieLens, how obfuscated embeddings affect downstream rec-
ommendation quality, a typical task for which such embeddings are
designed. To do so, we use an inductive matrix factorization [5, 17]
model in which the rating matrix is approximated as

𝑅 ≈ 𝑀𝐻, (5)

where𝑀 is a learned low-rank usermatrix that captures collaborative-
filtering structure, and 𝐻 ∈ {𝑇, 𝐷, 𝐷̃} denotes the item embedding

representation. For each combination of candidate setting, embed-
ding model 𝜙 , victim corpus D, and adversarial corpus D, we
evaluate the resulting representation along two dimensions: pri-
vacy leakage, measured by MRR, and downstream recommendation
quality. We report RMSE to measure rating-prediction error and
Spearman correlation to measure ranking agreement. In Figure 1,
each point reports the average metric value over the candidate-set
sizes |I | and |I |, while the trajectories show the effect of replacing
the original victim representation with the obfuscated corpus 𝐷̃
across the remaining experimental parameters. Across parameter
combinations, obfuscation consistently reduces MRR, making item
identities harder to recover. However, this privacy gain comes with
a clear utility cost: 𝐷̃ increases RMSE and reduces Spearman corre-
lation, indicating worse rating prediction and weaker preservation
of recommendation ranking quality.

User Re-identification. Prior work has shown that sparse inter-
action data can be sufficient to re-identify users under different
contexts [25, 34, 40]. A common re-identification scenario assumes
that the adversary observes a few interactions from a target user
and attempts to locate the corresponding user in the rating ma-
trix, thereby recovering their full interaction history. We adapt this
setting to our item-identification scenario. Consider a target user
𝑢★ for whom the adversary observes a small set of 𝑘 rated items,
𝐴𝑢★ = {( 𝑗, 𝑟𝑢★, 𝑗 )}𝑘𝑗=1, where 𝑗 is an observed item and 𝑟𝑢★, 𝑗 is the
corresponding rating. Let 𝑆 be a matrix, with 𝑆𝑖, 𝑗 = 𝑔(𝜙 (𝑥𝑖 ), 𝜙 (𝑥 𝑗 ))
measuring the cosine similarity between a candidate item 𝑖 from
the victim catalogue D and an auxiliary item 𝑗 from D. For each
candidate user 𝑢 ∈ U, we compute a matching score

score(𝑢;𝐴𝑢★) =
∑︁

( 𝑗,𝑦) ∈𝐴𝑢★

max
𝑖∈I:𝑟𝑢,𝑖=𝑦

𝑆𝑖, 𝑗 , (6)

with the corresponding term set to zero when user 𝑢 has no item
rated as 𝑦. Candidate users are ranked by this score, and the true
user 𝑢★ is evaluated by its rank. Similarly, we report MRR over
target users, so higher values indicate that the target user is more
easily re-identified.

The two right panels of Figure 1 show user-level re-identification
performance on MovieLens as the number of observed items 𝑘
increases (we consider the case |I | = 3000). In both the closed- and
open-set settings, MRR increases rapidly with 𝑘 , indicating that
a small number of rated items is often sufficient to identify the
target user. Substantial reductions in user-level MRR occur only for
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obfuscated item representations under a title-only adversary. When
the adversary uses auxiliary descriptions, however, re-identification
remains effective, suggesting that semantic item similarity can link
sparse user profiles even under obfuscation.

4 Conclusion
This work shows that natural-language item embeddings can ex-
pose substantial item-identity information in RSs settings. Even
under a simple cosine-similarity attack, item identities can often be
recovered with high MRR across datasets, candidate-set regimes,
and embedding models. Leakage is strongest when the information
available to the adversary (partially) overlaps with the victim repre-
sentation, but it also persists for non-overlapping data, suggesting
that identity can be encoded by semantic alignment rather than
only by explicit identifiers. We further show that this leakage can
propagate to user privacy, as sparse user interactions combined
with item-similarity information can support user re-identification.
Our results also highlight a leakage-utility tradeoff: obfuscating
item descriptions substantially reduces leakage, but also increases
rating-prediction error and reduces ranking agreement, indicat-
ing a cost to downstream recommendation quality. These findings
open several directions for future work, including stronger attack
models, broader domains and catalogues, and defenses that reduce
identity leakage while preserving the semantic information needed
for accurate recommendation.

GenAI Usage Disclosure
Generative AI was used in the research to generate auxiliary item
descriptions and obfuscated item descriptions using gpt-oss-20b,
as described in the experimental setup. Generative AI was also used
during writing only to polish grammar.
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